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INTRODUCTION
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Internal Audit

This report is intended to inform the Audit Committee of progress

made against the 2017/18 internal audit plan which was approved by

this Committee in March 2017. It summarises the work we have

done, together with our assessment of the systems reviewed and the

recommendations we have raised. Our work complies with Public

Sector Internal Audit Standards. As part of our audit approach, we

have agreed terms of reference for each piece of work with the risk

owner, identifying the headline and sub-risks which have been

covered as part of the assignment. This approach is designed to

enable us to give assurance on the risk management and internal

control processes in place to mitigate the risks identified.

Internal Audit Methodology

Our methodology is based on four assurance levels in respect of our

overall conclusion as to the design and operational effectiveness of

controls within the system reviewed. The assurance levels are set

out in section 2 of this report, and are based on us giving either

"substantial", "moderate", "limited" or "no". The four assurance

levels are designed to ensure that the opinion given does not

gravitate to a "satisfactory" or middle band grading. Under any

system we are required to make a judgement when making our

overall assessment. Our definitions are set out on page 4.

Work outside of the Internal Audit Plan

We assisted with the provision of a Risk Management briefing to the

Audit Committee in December 2017.

We will also be performing the Council’s Annual Fraud Risk

Assessment.

Audits Completed Since Last Report

See page 5 for details of the audits completed since the previous

Audit Committee.

Overview of 2017/18 work to date

See pages 6 and 7 for a summary of the progress of 2017/18

planned work.
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DEFINITIONS OF ASSURANCE

LEVEL OF 
ASSURANCE

DESIGN of internal control framework OPERATIONAL EFFECTIVENESS of internal controls

Findings from review Design Opinion Findings from review Effectiveness Opinion

Substantial Appropriate procedures and controls in 

place to mitigate the key risks.

There is a sound system of internal 

control designed to achieve system 

objectives.

No, or only minor, exceptions found in 

testing of the procedures and controls.

The controls that are in place are being 

consistently applied.

Moderate In the main there are appropriate 

procedures and controls in place to 

mitigate the key risks reviewed albeit 

with some that are not fully effective.

Generally a sound system of internal 

control designed to achieve system 

objectives with some exceptions.

A small number of exceptions found in 

testing of the procedures and controls.

Evidence of non compliance with some 

controls, that may put some of the 

system objectives at risk. 

Limited A number of significant gaps identified in 

the procedures and controls in key areas.  

Where practical, efforts should be made 

to address in-year.

System of internal controls is weakened 

with system objectives at risk of not 

being achieved.

A number of reoccurring exceptions 

found in testing of the procedures and 

controls.  Where practical, efforts should 

be made to address in-year.

Non-compliance with key procedures and 

controls places the system objectives at 

risk.

No For all risk areas there are significant 

gaps in the procedures and controls.  

Failure to address in-year affects the 

quality of the organisation’s overall 

internal control framework.

Poor system of internal control. Due to absence of effective controls and 

procedures, no reliance can be placed on 

their operation.  Failure to address in-

year affects the quality of the 

organisation’s overall internal control 

framework.

Non compliance and/or compliance with 

inadequate controls.

Recommendation Significance

High A weakness where there is substantial risk of loss, fraud, impropriety, poor value for money, or failure to achieve organisational objectives. Such risk could lead to an adverse

impact on the business. Remedial action must be taken urgently.

Medium A weakness in control which, although not fundamental, relates to shortcomings which expose individual business systems to a less immediate level of threatening risk or poor

value for money. Such a risk could impact on operational objectives and should be of concern to senior management and requires prompt specific action.

Low Areas that individually have no significant impact, but where management would benefit from improved controls and/or have the opportunity to achieve greater effectiveness

and/or efficiency.



5

PROGRESS SINCE NOVEMBER 2017 AUDIT COMMITTEE

Area No. of days
Manager 

Responsible

Assurance – System 

Design

Assurance  -

Operating 

Effectiveness

No. of High 

priority 

recommend

ations

No. of 

Medium 

priority 

recommend

ations

No. of Low 

priority 

recommen

dations

Ref to Executive 

Summary

Copies of full audit reports are available on request.

Main Financial 
Systems

40 Carrie Cox Moderate Moderate 1 2 Appendix A

Budget Setting 9 Carrie Cox Substantial Moderate 1 Appendix B

Economic 
Development / 
Business Rates 
growth

15 David Burows Moderate Moderate 4 Appendix C

Partnership 
Working

15 Julia Bawden Moderate Moderate 1 2 Appendix D

Disaster Recovery 
and Business 
Continuity

15 Chris Wall Moderate Moderate 5 1
Appendix E
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PROGRESS AGAINST 2017/18 PLAN

Area
2017/18 

days

Date work to be 

undertaken
Progress Update Assurance – System Design

Assurance  - Operating 

Effectiveness

Core Audits

Main Financial Systems 40 Final report Complete Moderate Moderate

Budget Setting (High Level 
Review)

9 Final report Complete Substantial Moderate

Policy Review 13 Deferred Deferred at the request of management

Resources to be used to deliver Fraud Risk 

Assessment

Counter Fraud 10 Q4 Fraud risk assessment

Initiation meeting with Director of Resources

booked for 17 April

72

Other Key Areas

Economic Development / 
Business Rates growth

15 Final report Complete Moderate Moderate

Attendance Management 10 Work in progress Work commenced 5 March and now finished. 

Draft report being prepared.

Business Resilience 15 Work in progress Work commenced 5 March and now finished. 

Draft report being prepared.

Contract Procurement 
Management and Purchasing

25 Final report Complete Moderate Moderate

Partnership Working 15 Final report Complete Moderate Moderate

Elections Improvement Plan 
(High level Review

8 Work in progress Work commenced 26 February, but encountering 

delays in the provision of information.

Information Management 
(Advisory review)

30 Final report Complete

To be followed up in April 2018

N/A N/A

118
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PROGRESS AGAINST 2017/18 PLAN

Area
2015/16 

days

Date work to be 

undertaken
Progress Update Assurance – System Design

Assurance  - Operating 

Effectiveness

IT Audit

Disaster Recovery and Business 
Continuity

15 Final report Complete Moderate Moderate

15

Planning, Reporting, Follow-up and Contingency

Planning /  liaison / management 20 Ongoing

Recommendation follow up 10 For reporting in 

September 2017 and 

March 2018

Reported in September 2017

Being reported in March 2018

Contingency 5 Utilised Risk Management briefing to the Audit Committee December 2017

Total 35



APPENDIX A – Main Financial Systems

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS)

Design Moderate

In the main there are appropriate 

procedures and controls in place to 

mitigate the key risks reviewed albeit with 

some that are not fully effective.           

Effectiveness Moderate
A small number of exceptions found in 

testing of the procedures and controls.

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS)

High

Medium

Low

Total number of recommendations: 3

1

2

OVERVIEW

Background

The purpose of our review was to provide assurance that appropriate arrangements are in place and operating effectively in relation to 

the main financial systems of Maldon District Council. Local Authorities are facing financial strain and reduced grant funding, therefore 

proper and effective financial system controls are critical to support effective financial planning and management. Detailed independent 

testing on the financial statements is also performed by external auditors in accordance with the NAO Code of Audit Practice. Internal 

audit processes seek to minimise duplication between the different audit roles.

The Council is required to ensure there are sufficient and effective controls over the key financial systems to prevent any erroneous or

intentional misappropriation of resources. As the main financial systems are subject to cyclical reviews an audit was also undertaken in

2016/17, therefore we also assessed the progress with implementation of the 2016/17 audit recommendations.

The 2017/18 audit comprised of a review of four key areas of the Council’s operations: general ledger, creditors, budgetary control and 

council tax & non domestic rates. The Council has a well organised finance department which exercises control over the financial

systems and facilitates correct practice across the different departments, with each department aligned to a specific accountant. It 

should be noted that essential to each area of the review was confirmation that there are appropriate access controls to the Council’s 

SAGE system, which was assessed and deemed to be satisfactory, only allowing user access to members of the finance team. 

Alongside the process controls testing we also performed data analytics to provide further assurance to the Council that the main 

financial systems are effective, specifically with reference to creditor payments. Creditor data was analysed and compared to Benford’s

law (which helps predict frequency distribution of numbers) and the results aligned with the expected count to a degree of acceptable 

conformity.

8

CLIENT STRATEGIC GOAL 

Risk Delivering good quality, cost effective and valued services



APPENDIX A – Main Financial Systems

OVERVIEW

Good practice: 

Across the review a number of good practice points were identified within the Council. These points demonstrate the commitment to 

strong internal controls and have helped inform the final audit opinion. Specifically:

• Each department within the Council has a specific accountant allocated to it, with regular meetings between them ensuring correct 

financial practice is operated across the Council

• Communication across the Council is good, with multiple pathways within the Council supporting this, both in person through regular 

meetings or making use of appropriate technology, such as the capital project budget tracker

• A wide variety of reconciliations are performed between the feeder systems and the general ledger. These are performed regularly, 

with regularity dictated by the importance of the system, demonstrating appropriate targeting of resources being made by the 

Council to ensure accuracy is maintained to the best possible degree.

Areas of improvement:

However, certain areas of improvement have been identified, and are highlighted in more detail in this report. In summary these are:

• The system access controller has the opportunity to amend their own access controls, with no additional confirmation required

(Finding 1)

• There is no formal timetable for the review and clearing of the suspense account (Finding 2)

• Journals are not subject to sufficient scrutiny by delegated personnel, with inadequate signatory authorisation provided for 3 of 20 

journals tested (Finding 3).

Conclusion: 

In conclusion it is evident from our audit work that there is a sound system of internal controls relating to the main financial systems of 

the Council, with a number of good practice points being identified across the different areas audited. However, a number of areas of 

improvement have been identified, with two medium and two low level findings being raised. Consequently, this report concludes that 

moderate assurance can be given over both the design and effectiveness of the internal controls in place. The Council should look to 

implement the recommendations suggested within this report, as well as continue building upon the good practice areas in order to 

improve the level of control underpinning the financial operations and strive for substantial assurance in the near future. 
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APPENDIX B – Budget Setting

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS)

Design Substantial

There is a sound system of internal 

control designed to achieve system 

objectives.

Effectiveness Moderate
A small number of exceptions found in 

testing of the procedures and controls.

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS)

High

Medium

Low

Total number of recommendations: 1

1

OVERVIEW

Background
This is a high level review of assumptions and risks used in the development of the Medium Term Financial Strategy and Annual Budget.

A report to the Council’s Finance & Corporate Services Committee in September 2017 advised Members that a review of the Council’s

Medium Term Financial Strategy had identified that an estimated £98,000 of savings would be required to close the budget gap in

2018/19, with further savings of £282,000 and £596,000 being required in the subsequent two years respectively. Officers reviewed

options to reduce the gap and performed a detailed budget scrutiny using the 2016/17 outturn. Officers proposed that there be no

budget growth for 2018/19 and to use a zero based budgeting approach from 2018/19.

The Budget setting process for 2018/19 included assessment of the estimated Collection Fund surplus, tax base, investment income,

commitment to payment of the living wage and 2% salary uplift, Council Tax increase and the local referendum threshold, and inflation,

using a zero based budget approach with the aim of zero budget growth. As a result the Council set the 2018/19 net operating budget at

£7.95m which is 9.5% lower than the 2017/18 net operating budget, although this was mainly due to a reduction in the funding of the

pension deficit. The Medium Term Financial Strategy is based on appropriate assumptions, and this identified the need to deliver £1.49m

of savings, in addition to the planned use of £0.29m, of reserves over the next four years. The Council has a track record of

underspending against the budget set and delivering the savings required by the Medium Term Financial Strategy.

Precise calculations are not available for determining future income and expenditure requirements, however estimates supporting the

budget setting process are made on the basis of knowledge and professional judgement and are supported by evidence of the use of the

best available data, supporting calculations and records of the risks and assumptions underlying decisions.

Out of the 121 cost centres, we selected 12 cost centres and reviewed their 2018/19 budget setting process and the outturn for 2015/16 

and 2016/17. 10

CLIENT STRATEGIC GOAL 

Risk Delivering good quality, cost effective and valued services



APPENDIX B – Budget Setting
OVERVIEW

Good practice: 

Across the review a number of good practice points were identified. These demonstrate the commitment to strong internal controls and 

have helped inform the final audit opinion. Specifically:

• Budget for each cost centre has been signed off by the budget holder, demonstrating ownership and accountability

• Wider stakeholder involvement within the Budget setting process such as the Car Parking Charges Review Task and Finish Working 

Group and presentation for the local Chamber of Commerce

• Budgets are reviewed by the Corporate Leadership Team and growth bids (areas with specific need to increase expenditure) are 

reviewed and justified by the management prior to submission to Council for approval.

Area of improvement:

One area of improvement has been identified, and is highlighted in more detail in this report. In summary this is:

• We have identified a roll forward figure that has been used in setting the budget for a specific cost centre, despite positive variances 

occurring in both 2015/16 and 2016/17 financial years. (Finding 1).

Conclusion: 

In conclusion it is evident from our audit work that there is a sound system of internal controls relating to the production of the annual 

budget and medium term financial strategy, with a number of good practice points being identified. However, one area of improvement 

has been identified, with one medium level finding being raised. Consequently, this report concludes that substantial assurance can be 

given to the design and moderate assurance to the effectiveness of the internal controls in place. 
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APPENDIX C – Economic Development / Business Rate 
growth

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS)

Design Moderate
Generally sound system of internal controls, 

but with some  exceptions                      

Effectiveness Moderate
Evidence of non compliance in some controls, 

that may put some system objectives at risk

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS)

High

Medium

Low

Total number of recommendations: 4

OVERVIEW

Background
The Council recently participated in a LGA Peer Review of its Economic Development offer. This review highlighted the Council: had a good 

understanding of its strengths and weaknesses and the work needed to improve the local economy, was working with partners and other 

authorities towards delivery and had strong support from the political leadership for economic development.  This audit considered 

engagement with partners, promotion of the District Offer through the website, assessment of skills deficits, funding opportunities, and the 

impact of Brexit on economic development within the District.

From our review, we noted the following areas of good practice:

• The Council has clarified the key partners it engages with to promote Economic Development within the District and has identified 

actions to enhance promotion of the District’s offer

• The Council works with local businesses to identify projects for funding and supports a Chamber of Commerce within Burnham on Crouch 

(a similar model is expected to be developed for Maldon)

• A transformation project has been created to ensure appropriate focus on economic development within the District

However, we also noted the following areas of improvement:
• There is scope to enhance the promotion of the Business Essex, Southend and Thurrock (BEST) Growth Hub via the Council’s website

(Finding 1 – medium)

• There is scope to enhance the promotion of Invest Essex via the Council’s website, to engage with Invest Essex to develop their property 

search facility and to ensure the site is kept up to date with development opportunities within the District.  The Council should also 

clarify the District’s Offer to ensure this is effectively promoted to potential business investors (Finding 2 – Medium)

• There is scope to improve the links to funding advice and opportunities on the Council’s website and enhance promotion of the District 

(Finding 3 – Medium)

• The Council should conduct Brexit Impact Scenario Planning to assess the anticipated impact of Brexit on economic growth in the District 

(Finding 4 – Medium)
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MALDON DISTRICT COUNCIL GOAL

Delivering good quality, cost effective and valued services
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APPENDIX C – Economic Development / Business Rate 
growth

OVERVIEW

Conclusion
We have raised 4 Medium priority findings and have issued an opinion of moderate for both the design and effectiveness of the Economic 

Development and Business Rates Growth systems, reflecting that there are areas of good practice, but that there are also areas of 

improvement to be developed relating to the promotion of the District offer and opportunities, including via partner sites and the need 

for scenario planning to determine the anticipated impact of Brexit on economic growth within the District.
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APPENDIX D – Partnership Working

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS)

Design Moderate

Generally a sound system of internal control 

designed to achieve system objectives with some 

exceptions.

Effectiveness Moderate

Evidence of non compliance with some controls, 

that may put some of the system objectives at 

risk.         

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS)

High

Medium

Low

Total number of recommendations: 3

OVERVIEW

Background

Partnerships are viewed as a key part of the approach to working between local authorities, as they can bring various benefits. Councils can work in 

patrnership  to achieve shared objectives and share resources. This can reduce costs and sometimes attract additional funding as an incentive. Risk to 

individual councils may also be reduced when shared within a partnership. Partnersips can vary ranging from a statutory requirement involving 

contractual obligations between councils and other authorities, or they can be entered into on a voluntary basis to deliver mutual benefit. The 

purpose of partnerships can also vary ranging from information sharing to more rigid requirements of meeting specified Key Performance Indicators 

(KPIs).

The purpose of our review was to assess the adequacy and effectiveness of the Council’s arrangements for the management of Partnerships.

Scope and Approach

We reviewed  the Council’s guidance document 'Managing Partnerships Effectively Toolkit' and interviewed the Performance and Risk Officer to 

establish the controls in place governing partnerships within the Council.  We also selected a sample of three partnerships from the Council’s 

Significant Partnership Register and tested these against the Council’s guidance document by conducting interviews with the identified  Lead Officers 

for each partnership within the sample.

Good Practice

• The Council has a comprehensive framework in place which provides guidance around the assessment and monitoring of partnerships, including 

detailed assessment requriements and a risk assessment proforma

• The Council has identified its ‘significant’ partnerships and has set criteria for establishing which partnerships are deemed to be significant

• There is a system in place to ensure that Lead Officers review their partnerships on an annual basis.
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CLIENT STRATEGIC  GOALS 

Goal
Delivering good quality, cost effective and valued services – the 

Council will work with partners to support achievement of Council 

goals.

1
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APPENDIX D – Partnership Working

OVERVIEW (cont)

Key Findings

• The Council’s guidance document 'Managing Partnerships Effectively Toolkit‘ does not include partnership approval processes, and for two of the 

three partnerships we reviewed there was no evidence of formal approval or committee oversight of joining the partnerships (Finding 1 – medium)

• Overall review of Significant Partnerships with committee overview is  not carried out consistently on a regular basis (Finding 2 – Low)

• There was a lack of evidence to support reporting back to the relevant committee for one of the three partnerships we reviewed (Finding 3 – Low).

Conclusion

During our review we have raised  one medium and two low priority recommendations. The Council currently has a sound system of internal control in 

place to govern Partnership arrangements and monitor progress, which includes an appropriate guidance framework and risk assessment procedures. 

However, we identified some weaknesses in the operational effectiveness of some of the existing controls in relation to insufficient information 

regarding approval  when entering into new partnerships and a lack of evidence of overview of partnership objectives being met.
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APPENDIX E – Disaster Recovery and Business 
Continuity

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS)

Design Moderate
A sound system of internal control designed to 

achieve system objectives with some exceptions.

Effectiveness Moderate

Evidence of non compliance with some controls, 

that may put some of the system objectives at 

risk. 

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS)

High

Medium

Low

Total number of recommendations: 6

5

OVERVIEW

The purpose of this review is to assess the actions that have been taken by the Council in order to address the issues raised in the previous Business 

Continuity and Disaster Recovery audit as well as highlighting any further areas for improvement. Operational management of the Council’s 

emergency planning and business continuity arrangements has been outsourced to Chelmsford City Council, with the intention being to mirror the 

arrangements between both organisations. As part of the contract, Chelmsford City Council provides the Council with a Community Support Officer –

Community Resilience, who is responsible for the design and implementation of the business continuity management process.

Areas of good practice identified were:
• The Council has a defined Business Continuity policy

• The Council has risk assessed all the business services and defined the criticality of the services

• The Council has performed testing of the individual business continuity plans for all its services.

We have identified the following areas for  improvement:
• The Council has not defined the recovery point objectives for the critical services, nor are the recovery objectives aligned within the Business 

Continuity Plan and Disaster Recovery Plan (Medium – Finding 1)

• The IT Disaster Recovery plan requires further development, including further detail on recovery procedures and when the plan will be invoked 

(Medium – Finding 2)

• The Corporate Business Continuity Plan requires further development, including having clear responsibilities for business continuity and relevant 

contact details (Medium – Finding 3)

• The Business continuity and disaster recovery plans have not been tested (Medium – Finding 4)

• The Council’s key officers are not provided with appropriate disaster recovery training (Medium – Finding 5).

The gaps in the Council’s business continuity management and planning could significantly affect the Council’s ability to recover and continue to offer 

its critical services in the event of an incident. The Council has not taken appropriate action to set out its expectations for continuity planning with 

Chelmsford City Council,  or engage with service owners to implement effective continuity planning. Consequently, we conclude moderate assurance 

over both the design and operating effectiveness of the controls operating in relation to the Council’s Business Continuity and Disaster Recovery 

management.
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COUNCIL STRATEGIC RISKS 

Risk
Inability to maintain key services in exceptional circumstances

(business continuity)

1



The proposal contained in this document is made by BDO LLP ("BDO") and is in all respects subject to the negotiation, 

agreement and signing of a specific contract. It contains information that is commercially sensitive to BDO, which is being 

disclosed to you in confidence and is not to be disclosed to any third party without the written consent of BDO. Client names

and statistics quoted in this proposal include clients of BDO and BDO International.

BDO LLP, a UK limited liability partnership registered in England and Wales under number OC305127, is a member of BDO 

International Limited, a UK company limited by guarantee, and forms part of the international BDO network of independent 

member firms. A list of members' names is open to inspection at our registered office, 55 Baker Street, London W1U 7EU. BDO 

LLP is authorised and regulated by the Financial Conduct Authority to conduct investment business.

BDO is the brand name of the BDO network and for each of the BDO Member Firms. 

BDO Northern Ireland, a partnership formed in and under the laws of Northern Ireland, is licensed to operate within the 

international BDO network of independent member firms.

Copyright ©2018 BDO LLP. All rights reserved.

www.bdo.co.uk


